100% Year 7 E-safety
1.
❖

❖

❖

How can you be safe on the
Internet

E-safety Collaboration

2. Cyberbullying
❖

Keep safe by being careful not to give out personal
information when you're chatting or posting online.
Personal information includes your email address,
phone number and password.
E-Safety stands for electronic safety on devices that
use the internet such as tablets, mobiles and
computers
Social Networking sites can be used by anyone who
can access the internet follow the smart rules when
chatting online. Be careful what you post, if you post
a n image you can’t take it down. As it can get copied
and misused.

❖
❖

❖

Tell your parent, carer or a trusted adult if someone
or something makes you feel uncomfortable or
worried, or if you or someone you know is being
bullied online.
Understand the ways cyberbullying can be combated
and stopped.
Cyberbullying is using the internet, email, online
games or any digital technology to threaten, tease,
upset or humiliate someone else.
Internet troll is a member of an online social
community who deliberately tries to disrupt, attack,
offend or generally cause trouble within the
community by posting aggressive and rude messages
to provoke malice and hatred.

4. Malware
3. Internet Scams
❖

❖

❖

Someone online might lie about who they are and information on the
internet may not be true. Always check information with other websites,
books or someone who knows. If you like chatting online it's best to
only chat to your real world friends and family.
Cyber crime is any criminal act dealing with computers and networks
(called hacking). Additionally, cyber crime also includes traditional
crimes conducted through the Internet.s .
Phishing scams are typically fraudulent email messages appearing to
come from legitimate enterprises (e.g., your university, your Internet
service provider, your bank). These messages usually direct you to a
spoofed website or otherwise get you to divulge private information
(e.g., passphrase, credit card, or other account updates). The
perpetrators then use this private information to commit identity theft.

❖

❖

❖

Accepting emails, IM messages, or opening files, pictures
or texts from people you don't know or trust can lead to
problems they may contain viruses or nasty messages!
The word “malware” is short for “malicious software.”A
virus is a type of malware that copies itself by infecting
other files, just as viruses in the real world infect
biological cells and use those biological cells to reproduce
copies of themselves.
Trojan, is a type of malware that disguises itself as a
legitimate file.It pretends to be a useful program and,
when run, it hides in the background and gives malicious
people access to your computer.

• www.thinkuknow.co.uk The police's Child Exploitation
and Online Protection (CEOP)
website
• www.getsafeonline.org A
beginner's guide to using the
Internet safety, including a
quiz and some video tutorials
about how to ‘stay safe’
on-line.
• www.kidsmart.org.uk Childnet International and has
excellent information on many
of the technologies used by
children, with guidance on
how to ‘stay safe’ online.
• www.bullying.co.uk - One in
five young people have
experienced bullying by text
message or via email. This
web site gives advice for
children on bullying.
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